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Office 
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ETATS-UNIS D'AMERIQUE 
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Date of mailing (day/montlWear) 
21 August 2000 (21 .08.00) 




International application Na 
PCT/IBOO/00118 


Applicant's or agent* s file reference 
PDC/AB/21180 


International filing date (day/month/year) 

21 January 2000 (21.01.00) 


Priority date (day/month/year) 
25 January 1999 (25.01 .99) 


Applicant 

LEBOUILL, Gilles 



1. The designated Office is hereby notified of its election made: 

I X| in the demand filed with the International Preliminary Examining Authority on: 
05 July 2000 (05.07.00) 

I I in a notice effecting later election filed with the International Bureau on: 



2. The election | X | was 

I I was not 

made before the expiration of 19 months from the priority date or, where Rule 32 applies, within the time limit under 
Rule 32.2(b). 





Authorized officer 


The International Bureau of WtPO 


34, chemin des Colombettes 


Olivia RANAIVOJAONA 


1211 Geneva 20, Switzeriand 




Facsimile No.: (41-22) 740.14.35 


Telephone No.: (41-22) 338.83.38 
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Date of maSlng 

(day/hKHm^ 23/03/2000 


AppOcanfs or agent's ffle reference 

PDC/AB/21180 


FOR FURTHER ACTION See paragraphs 1 and 4 beiOMr 


Intemadonal appf cation No. 
PCT/IB 00/00118 


International fiOng date 
(day/month/i^ 21/01/2000 


Applicant 

CANAL+ SOCIETE ANONYME et al . 



1. lYI The applicant to hereby nottfled that the IntematJonaJ Search Report has been established and te transmftted herewtth. 

Rling of t Miie nd iTWite and staimmnt under Articto 19: 

The applicant Is entitled. If he so wishes, to amend the dalms of the International Application (see Rule 46): 

When? The tIrnelbTiftfbrflDng such amendments Is nonnaOy 2 nK^i^ 

International Search Report however, for more details, see the notes on the accompanying sheet 

Where? Directly to the bitenriattonal Bureau of WlPO 
34, chemin dee Colombettes 
1211 Geneva 20, Swftzertand 
Fasdmlle Na: (41 -22) 740.1 4.35 

For more detailed instructions, see the notes on the accompanyfefig sheet 

2. rn The applicant Is hereby notified that no International Search Report vyQI be established and tt^ the declaration under 
I— I Article 17(2)(a) to that effect Is transmitted herewfth. 

a ^ WfthiegaitltotheproCMt against payment of (an) additional f^s) under Rule 40^, ttie applicant Is notifM 

□ the protest together with tf>e decision thereon has been transmitted to the IntennationaJ Bureau together wRh the 
appOcarrs request to forward tf)e texts of both the protest and ttte decision ttiereon to ttie 



n no decision has been rnade yet on ttte protest; the appHcantwffl be notified as soon as a ded^ 

4w Further action(9): Tlie applcant Is remMed <rf tfie fbBowdng: 

^K>rtly after 18 mofilhs from ttiepitortty date, the International appll^^ wID be piA>Dshed by ttie International Bureau, 
tf tt)e appBcam wrishee to avoid or postpone publication, a notice of wl^^ 

priority claim, rnust reach tt>e International Bureau as provided In Rules 90b<SLl and 90bbL3, respectively, before tiie 
coinpletlon of the techrdcal preparations for fa^^ 

WRhln 1 9 monttts from ihe priority date, a demand for International preQmlnary examination must be filed If ti>e applicant 
wishes to postpone the ertry Into the national phase untfl 30 months from the priority date (In some Offices even later). 

WRhtn 20 rTK>rrths from the priority date, the applicant must perfonn the prescribed acts for entry Into the national phase 
before all deslgnfited Offices which have not been elected In til denriand or In a later election wWiln 19 monttis from ttie 





Name and mailing address of the International Searching Authortly 

w European Patent Office, P.B. 5818 Patentiaan 2 
NL-2280HVRI)8wgic 
WJI Tel. (+31-70) 340-2040, Tx 31 651 epo nl. 
Fax: (+31-70) 340-3016 


Authorized ofHoer 

Theresia Van Deursen 
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NOTEWT) form PCT/ISA/220 



These Notes are intended to give the basic instructions concerning the filing of amendments under articte 19. The 
Notes are based on the requirements of the Patent Cooperation Treaty, the Regulations and the Administrative Instructions 
under that Treaty. In case of discrepancy between these Notes and those requirements, the latter are applicable. For more 
detailed information, see also the PCT Applicant's Guide, a publication of WIPO. 

In these Notes. "Artide", "Rule", and "Section" refer to the provisions of the PCT, the PCT Regulations and the PCT 
Administrative Instructions respectivaly. 



INSTRUCTIONS CONCERNING AMENDMENTS UNDER ARTICLE 19 



The applicant has, after having recerved the international search report, one opportunity to amend the claims of the 
international application. It should however be emphasized that, since all parts of the international application (claims, 
description ar>d drawings) may be amended during the international preliminary examination procedure, there is usually 
no need to file amendments of the claims urxier Article 19 except where, e.g. the applicant wants the tatter to be published 
for the purposes of provisional protection or has another reason for amendif>g the claims before intemationaJ pbulication. 
Furthermore, rt should be emphasized that provisional protection is available in some States only. 



What parts of the International application may be amended? 

Under Article 1 9, only the claims may be amended. 

During the tntemational phase, the ctairrrs may also be amended (or furtt>er amended) under Article 34 t>efore 
the International Preliminary Examining Authority. The description and drawings may only be amended under 
Article 34 before the Intemational Examirting Authority. 

Upon entry into the national phase, all parts of the intemational application may be amended under Article 28 
or, where applicable. Article 41 . 



When? Within 2 months from the date of transmittal of the intemational search report or 1 6 months from the priority 

date, whichever time limit expires later. It should be noted, however, that the amendments will be considered 
as havir^ iDeen received on time it they are received by the Intemational Bureau after the expiration of the 
applicable time limit but l:>efore the completion of the technical preparations for irrtemational publication 
(Rule 46.1). 



Where not to fite the amendments? 

The amendments may only be filed with the International Bureau and not with the receiving Office or the 
Intemational Searchirrg Authority (Rule 46.2). 

Where a demand for intemational preliminary examination has been^s filed, see below. 



How? Either by cancelling one or more entire claims, by adding one or more new claims or by amencfing the text of 

one or more of the datms as filed. 

A replacement sheet must be submitted for each sheet of the claims which, on account of an amendment or 
amendments, differs from the sheet originally filed. 

All the claims appearing on a replacement sheet must be ruimbered in Arabic numerals. Where a claim is 
cancelled, no renumbering of the other claims is required. In all cases where claims are renumt>ered, they must 
t>e renumksered consecutively (Administrative Instructions, Section 205(b)). 

The amendments must be made In the language In which the Intemational application Is to bo pul>llshed. 



What documents must/may accompany the amendments? 
Letter (Section 205(b)): 

The amendments must be submitted with a letter. 

The letter will not be published with the intemational application and the amended claims. It should not be 
confused with the 'Statement under Article 19(1)* (see below, under "Statement under Article 19(1)"). 

The letter must be In English or French, at the choice of the applicant. However, If the languag of the 
intemational application Is English, the letter must be In English; if the language of the International application 
Is French, the letter must be In French. 
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NOTES TO FORM PCT/ISA/220 (c ntlnued) 



The letter must indicate the differences between the claims as filed and the claims as amended. It must, in 
particular, indkate, in connectbn with each claim appearing in the international application (it being understood 
that identical indications concerning several claims maybe grouped) .whether 

(i) the cJaim is unchanged; 

(li) the claim is cancelled; 

Qii) the claim is new; 

(rv) the claim replaces one or more ctaims as filed; 

(v) the claim is the result of the division of a claim as filed. 



Tbe following examples Illustrate the manner In which amendments must be explained In the 
accompanying letter: 

1 . [Where originally there were 48 claims and after amendment of some claims there are 51 ]: 
'Claims 1 to 29, 31 , 32, 34, 35, 37 to 48 replaced by amended claims bearing the same numbers; 
claims 30, 33 and 36 unchanged; new claims 49 to 51 added.' 

2. [Where originally there were 1 5 claims and after amendment of all claims there are 11]: 
'Claims 1 to 1 5 replaced by amended claims 1 to 11 .' 

3. [Where originally there were 14 claims and the amendments consist in cancelling some ctaims and in adding 
new claims}: 

'Claims 1 to 6 and 14 unchanged; claims 7 to 1 3 cancelled; new claims 1 5, 16 and 17 added.' or 
'Claims 7 to 13 cancelled; new claims 15, 16 and 17 added; all other claims unchanged.' 

4. [Where various kinds of amendments are made): 

"Claims 1-10 unchanged; claims 11 to 13, 18 and 19 cancelled; claims 14, 15 and 16 replaced Isy amended 
daim 14; claim 17 subdivided into amended claims 15, 1 6 and 1 7; new claims 20 and 21 added.* 



"Staftefnent under article 19(1)** (Ririe 46.4) 

The amendments may be accomp>anied by a statement explaining the amendments and incficating any impact 
that such amendments might have on the description and the drawings (which cannot t>e amended under 
Article 19(1)). 

The statement will be published with the international application and the amended claims. 
It must be In the language In which the International apppHcsUon Is to be published. 

It must be txief, not exceeding 500 words if in English or if translated into English. 

It should not be confused with and does not replace the letter indicating the c£fferenoes between the claims 
as Tiled and as amended. It must be filed on a separate sheet and must be identified as such by a heading, 
preferably by using the words 'Statement under Article 19(1).* 

It may not contain any disparaging comments on the international search report or the relevance of citations 
contained in that report. Reference to citations, relevant to a given claim, contained in the intemationaJ search 
report may be made only in connection with an amendment of that claim. 



Consequence If a demand for Intemationai preliminary examination has already l>een filed 

If, at the time of fiNng any amendments under Article 1 9, a demand for intemationai preliminary examination 
has already been submitted, the applicant must preferably, at the same time of filing tlie amendments with the 
International Bureau, also file a copy of such amendments with the Intemationai Preliminary Examining 
Authority (see Rule 62.2(a), first sentence). 



Consequence with regard to translation of the International application for entry Into the national phase 

The applicant's attention is drawn to the fact that, where upon entry into the national phase, a trartslation of the 
claims as amended under Article 19 may have to be furnished to the designated/elected Offices, instead of, or 
in addition to, the translation of the claims as filed. 

For further details on thie requirements of each designated/elected Office, see Volume II of the PCT Applicant's 
Guide. 
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^^NT COOPERATION TREATY 

PCT 



INTERNATIONAL SEARCH REPORT 

(PCT ArOcto 18 and Rules 43 and 44) 



Appflcanf 8 or agerrs fDe reference 

PDC/AB/21180 


FOR FURTHER ^ Notmcatlon of Tranamttal of International Search Report 
ACTION 


International appOcatkxi No. 

PCT/IB 00/00118 


International ffltng date (day/momhfyeat) 

21/01/2000 


(Earfieat) Prtoifty Date (dsyAnonth/year) 

25/01/1999 


Applicant 

CANAL+ SOCIETE ANONYME et al . 



TTifeinteniational Search Report has t)eenprepaiBdt>y this Inten^^ appDcant 
according to Article 1 a A copy Is being transmitted to the International Bureau. 

TWs Inteniatiortal Search Report consists of a total of 3 sheetsi 

[T] It Is also accompanied by a copy of each prior art document cfted In this report. 



1. Basis of the raport 

a. Wfih regard to the lar>guaga, the International search was carried out on the basis of the hntematlonal application In the 
lancM^}^ In which ft was fUed, unless othenyise tn^ 

I I the International search was canrted out on the basis of a translation of the Intenrudlonal appflcatlon furnished to this 
' Authority (Rule 23.1(b)). 

bi With reganj to any lUKileotideand^or mine acid saquarMe disclosed h 
was carried out on ttie tDasIs of the sequence listing : 
I I contained bn the International appflcatlon In written form. 

filed together with the brttematkmal application In computer readable form, 
furnished siteequentty to this Authority bi written fonm. 
furnished siA>sequentty to this Authortty \n computer reac&ie form. 



a 



□ 
□ 
□ 
□ 

□ 

□ 
□ 



the statement that the subsequently furnished written sequence Qsdng does not go beyond the disclosure In the 
bntemational application as fOed Yias t>een furnished. 

the statement that the Infonnatlon recorded In computer reactobie ftxm Is identical to the written sequence listing has been 
furnished 

Caftain claims wars found unaaarchaMa (See Box 1). 
Unity of invarftion is lacking (see Box li). 



4w With regard to the titia, 

PT] the text is approved as submfttedtyy the appicant 

n the text has been estal:»l)shedtyy this AuttK)rity to read as feilowsc 



& WRh regard to the abstract, 

pr| the text Is approved as sutxnftted by ttieapplcart. 

□ the text has been established, according to Rule 38.2(b), by this Authority as ft appears In Box IIL The apj^cant may, 
wfthh one month from the date of nriaOIng of this International search re^ comments to this Authority. 



a "me figure of the drawings to be published wfth the abstract is Figure Na 



pn as suggested by the appOcanL □ None d the figurea 

I I because the applicant f aOed to suggest a figure. 

I I because this figure better cftaracterlzes the Invention. 
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INTERNAHONAL SEARCH REPORT 



1^1 



AppGcfltion No 

B 00/00118 



a RELM SEARCHED 


Mnknun dooinentatlon aeeic 

IPC 7 H04L 


fhed {claMlilcallon system folcwod by dassMl 


caOon symbols) 


Doctmentallon searched odie 


' than iiifcibiium docuTkentallon to the extent 


tat such dooumentB are tnduded In the fldde seaiched 



A. CLASSinCATION OF SUBJECT MATTBI 

IPC7 H04L29/06 H04L12/18 H04L29/12 



Aooofding to Intenfttdlonal Patent Classincqaon (IPC) or to both nallonai daesWcaCon and IPC 



BectfoNc data base constJted during the htemagonal search (name of data base end, where piactfcal, search tenns used) 



a DOCUMEKTS CONSIDERED TO BE RELEVANT 



Category ** Citation of docunentp with hidcatlonp where appropri a te, of the rdevarft pass ag es 



Relevant to dahn No. 



EP 0 877 499 A (SONY CORPORATION) 
11 November 1998 (1998-11-11) 
abstract 

column 1, line 13 - line 56 

column 4, line 13 -column 5, line 17 

column 55, line 39 -column 6, line 19 

EP 0 866 611 A (CANAL+ SOCIETE ANONYME) 
23 September 1998 (1998-09-23) 
abstract 

column 2, line 48 -column 3, line 43 
column 5, line 50 -column 6, line 30 

EP 0 844 766 A (NOKIA TECHNOLOGY GMBH) 

27 May 1998 (1998-05-27) 

abstract 

page 4, line 35 -page 5, line 15 

-/— 



1-4,18. 
21-24 



17,33 
17,33 



1-34 



Furiher docunenls are Isted In the oondnuatton of txix C. 



Patent famDy meml>erB are Isted k\ amex. 



Spede^ categories of cited documerts : 

"A" document defkihig the peneral state of the art v4ilch Is not 

conskJered to be of particular relevance 
"E" eeriler document but publshed cn or after the kitemaHonal 

fling date 

1.' document v)4ich may throwr doiMs on priority ciatm(s) or 
wHch Is dted to estabOsh the piAiOcallon date of another 
citation or other sp ec ial reason (as specHled) 

*0" document referring to an oral ctsdosure, use, extifcltlonor 



T" document piA]l8f>ed prior to the Irteir^orKri fllk>g date but 
later than the priority date dafaned 



T" later document piiillshed after the hntemallonal lIlDg date 
or priority date ar)d rtot h conSct vrith the applcallon but 
dted to uvlerBtarKl the princ^ or theory urKlert)4ng the 
bivenllon 

")C document of partldiar relevance; the claimed hnvertfon 
camott>e considered novel or cannot be ccnskJersd to 
hvdve an Invenllve step when the document Is taken alone 

V document of parlfciiar relevance; the datmed hvertfon 

cannot be conskiered to Involve an Inventive step «A)en the 
doctment Is combkied with cr>e or more other such docu- 
ments, such combfenatkm being obvious to a person sidled 
hi the ait 

document member of the same patent famiy 



Date of the actual complellon of the Irtfemalktnal search 

13 March 2000 



Date of tnaOna «l the Inteinatlonal seoreh report 

23/03/2000 



Name and matt)g address of the ISA 

European Patent OfBoe, P3. 5818 Patendaan 2 
NL-22eOHVRgsvri|( 
Td. <->d1-70) d40-^204a Tx. 31 651 epo nip 
Fax: (4^1-70) 940-8018 



Authortzed ofnoer 



Larc1nese» C 
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Relevant to dahn No. 



EP 0 848 553 A (NEXTLEVELS SYSTEMS, INC.) 

17 June 1998 (1998-06-17) 

abstract 

page 3, line 37 -page 4, line 6 



1-34 
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PATENT COOPERATION TREATY 



INTERNATIONAL PRELIMIN/VRY EXAMINING AUTHORITY \ 



to: I _ ^ ■ ■ ' 

Co2ens,Paul D. ' I f^^-, . Y^Qk 
MATHYS & SQUIRE ; - ^ -^^)'^'.^^ 
100 Gray's inn Road 

London WC1X SAL ^ 
GRANDE BRETAGNE 


f POT 

NOTIFICATION OF TRANSMITTAL OF 
1 nt ilN 1 trlNA 1 IUInAL HnbLIMINARY 
EXAMINATION REPORT 

(PCT Rule 71.1) 


Date of mailing 

(day/month/year) 24.04.2001 


Applicant's or agent's file reference 
PDG/AB/21180 


IMPORTAI^ NOnRCATlGN 


International application No. 
PCT/I BOO/001 18 


International filing date (day/month/year) 
21/01/2000 


Priority date (day/month/year) 
25/01/1999 


Applicant 

CANALh- SOCIETE ANONYME et al. 



1 . The applicant is hereby notified that this International Preliminary Examining Authority transmits herewith the 
intemational preliminary examination report and its annexes, if any, established on the international application. 



2. A copy of the report and its annexes, if any, is being transmitted to the Intemational Bureau for communication 
to all the elected Offices. 



3. Where required by any of the elected Offices, the International Bureau will prepare an English translation of the 
report (but not of any annexes) and will transmit such translation to those Offices. 



4. REMINDER 

The applicant must enter the national phase before each elected Office by performing certain acts (filing 
translations and paying national fees) within 30 months from the priority date (or later in some Offices) (Article 
39(1)) (see also the reminder sent by the International Bureau with Form PCT/IB/301). 



Where a translation of the intemational application must be fumished to an elected Office, that translation must 
contain a translation of any annexes to the international preliminary examination report. It is the applicant's 
responsibility to prepare and furnish such translation directly to each elected Office concemed. 

For further details on the applicable time limits and requirements of the elected Offices, see Volume II of the 
PCT Applicant's Guide. 
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I. Basis f the report 

1 . With regard to the elements of the international application (Replacement sheets which have been furnished to 
the receiving Office in response to an invitation under Article 14 are referred to in this report as "originally filed" 
and are not annexed to this report since they do not contain amendments (Rules 70. 16 and 70.17)): 
Description, pages: 

1 -23 as originally filed 

Claims, No.: 

1 -34 as originally filed 

Drawings, sheets: 

1/6-6/6 as originally filed 



2. With regard to the language, all the elements marked above were available or furnished to this Authority in the 
language in which the international application was filed, unless otherwise indicated under this item. 

These elements were available or furnished to this Authority in the following language: . which is: 

□ the language of a translation fumished for the purposes of the international search (under Rule 23.1 (b)). 

□ the language of publication of the international application (under Rule 48.3(b)). 

□ the language of a translation furnished for the purposes of international preliminary examination (under Rule 
55.2 and/or 55.3). 

3. With regard to any nucleotide and/or amino acid sequence disclosed in the international application, the 
international preliminary examination was carried out on the basis of the sequence listing: 

□ contained in the intemational application in written form. 

□ filed together with the international application in computer readable form, 
n furnished subsequently to this Authority in written form. 

□ furnished subsequently to this Authority in computer readable fomn. 

□ The statement that the subsequently furnished written sequence listing does not go beyond the disclosure in 
the international application as filed has been furnished. 

The statement that the information recorded in computer readable form is identical to the written sequence 
listing has been fumished. 

4. The amendments have resulted in the cancellation of: 

□ the description, pages: 

□ the claims, Nos.: 
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□ the drawings, sheets: 

5, □ This report has been established as if (some of) the amendments had not been made, since they have been 
considered to go beyond the disclosure as filed (Rule 70.2(c)): 

(Any replacement sheet containing such amendments must be referred to under item 1 and annexed to this 
report.) 



6. Additional obsen/ations, if necessary: 



V. Reasoned statement under Article 35(2) with regard to novelty, inventive step or industrial applicability; 
citatlons and explanations supporting such statement 

1. Statement 

Novelty (N) Yes: Claims 7-16.26-32 

No: Claims 1-6.17-25,33-34 

Inventive step (IS) Yes: Claims 

No: Claims 1-34 

Industrial applicability (lA) Yes: Claims 1-34 

No: Claims 



2. Citations and explanations 
see separate sheet 



VII. Certain defects in the international application 

The following defects in the form or contents of the international application have been noted: 
see separate sheet 



VIII. Certain observations on the international application 

The following observations on the clarity of the claims, description, and drawings or on the question whether the 
claims are fully supported by the description, are made: 
see separate sheet 



Form PCT/tPEA/409 (Boxes l-VIII, Sheet 2) (July 1998) 



INTERNATIONAL PRELIMINARY International application No. PCT/IBOO/001 1 8 

EXAMINATION REPORT - SEPARATE SHEET 



Reference is made to the following document: 
D1: EP-A-0 877 499 



Re Item V 

Reasoned statement under Article 35(2) with regard to novelty, inventive step or 
industrial applicability; citations and explanations supporting such statement 

1 . Claim 1 does not meet the requirement of novelty, Article 33(2) PCT. 

1.1 Document D1 discloses a method of transmission of digital information in a digital 
broadcast system comprising a central transmission station and at least one decoder 
(see, e.g. column 1 , lines 3-12). The central station transmits at least one transport 
stream comprising a stream of packets encapsulating data sections within their 
payloads (see, e.g. column 3, lines 45-54; column 6, line 25 to column 7, line 33; 
Figure 4). At least one encapsulated section includes an access control address used 
to control the reception thereof by at least one decoder (see, e.g. column 6, lines 44- 
51). The access control address is defined by the central transmission station and 
communicated to said at least one decoder in an address assignment message (see, 
e.g. column 5, lines 23-38). 

In the disclosure of D1, "the data receiving device accesses an authentication server 
on the Internet managed by the digital satellite broadcasting service provider , and 
obtains the IP address allocated to each receiving device used on the broadcast 
network". Therefore, D1 discloses the feature of an access control address being 
defined bv the central transmission station . In case the feature of the central 
transmission station sending the address would have been included In the 
independent claims, this would have not been considered as meeting the 
requirement of inventive step. 

2. Independent claim 19 comprises the same method features as claim 1 but applied 
to the communication of datagram packets in a digital communication network 
including at least a medium access control address and an Internet protocol address. 
D1 also discloses this features (see, e.g. column 5, lines 42-54; column 5, lines 36- 
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43; Figure 4). Independent claim 19 contains the feature of dynamically assigning 
access control addresses, but D1 discloses that both the IP address on the Internet 
and the IP address on the broadcasting network are obtained in the process of PPP 
connection to the Internet provider (see column 5, lines 25-34), i.e. every single 
session. The attention of the Applicant is drawn to the fact that independent claims 
1 and 21 do not contain this feature. 

Therefore, the subject-matter of claim 19 is also not new (Article 33(2) PCT). 

3. The above objection (see point 1) is also applied to independent claim 21 , because 
it contains the same features as claim 1 in terms of the corresponding apparatus 
features. 

4. Moreover, it should be noted that even if novelty of claims 1, 19 and 21 could be 
argued, based on minor differences between the features of these claims and those 
disclosed in D1, the subject-matter of these claims would not involve an inventive 
step, Article 33(3) PCT, having regard to the disclosure of D1 . 

5. Independent claims 18, 20 and 34 do not contain any further feature (see also point 
1 , section VIII) which meet the requirements of Article 33(2) and (3) PCT. 

6. The dependent claims do not contain any additional feature which, in combination 
with the independent claims, meet the requirements of novelty and inventive step. All 
these features are either known from D1 (use of Internet protocol data and Internet 
protocol addresses, claims 2 and 22; access control addresses communicated via 
a telecommunications network, claims 3 and 23; use of access control address 
requests, claims 4 and 24; address assignment message communicated via a 
telecommunications network, claims 5 and 25; address request message containing 
an Internet protocol number identifying the decoder, claim 6; encryption of packet 
payloads, claims 17 and 33) or are common measures (address request message 
containing an operator identity value associated with the subscription of the owner 
of the decoder, claim 7; address request message indicating unicast or multicast 
mode, claim 8; use of unique access control addresses and shared control 
addresses, claims 9 and 26; addresses dynamically assigned, claims 10 and 27; 
indication of whether the decoder will remain connected after the address request 
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message, claim 1 1 ; address assignment message including information to select a 
packet transport stream, claims 12 and 28; address assignment message including 
information to select a service, claims 13 and 29; address assignment message 
identifying data streams, claims 14 and 30; central transmission station dynamically 
controlling which transport packet is used for the decoder, claims 15 and 31 ; central 
transmission station dynamically controlling which transport packet stream is used 
to carry encapsulated packet data, claims 16 and 32), 

Re Item VII 

Certain defects in the international application 

1 . The independent claims are not in the two-part form as required by Rule 6.3(b) PCT, 
whereby the features already disclosed in document D1 should have been placed in 
the preamble. 

2. Reference signs in parentheses should have been inserted in the claims to increase 
their intelligibility (Rule 6.2(b) PCT). This applies to both the preamble and 
characterising portion. 

3. To meet the requirements of Rule 5.1 (a)(ii) PCT, the document D1 should have been 
identified in the description and its relevant content should be briefly indicated. 

Re Item VIII 

Certain observations on the international application 

1 . Claims 18, 20 and 34 are not allowable because they do not meet the requirements 
of Article 6 PCT in that the matter for which protection is sought is not clearly defined 
because the claims do not contain any technical features. The definition of the matter 
for which protection is sought should be in terms of the technical features of the 
invention (Rule 6.3(a) PCT). 

2. To meet the requirement of conciseness, Article 6 PCT, a single independent claim 
in each category (method and apparatus) should have been filed. 
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1 . This written opinion Is the first drawn up by this International Prelinninary Exannining Authority. 

2. This opinion contains indications relating to the following items: 
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III 
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V 




VI 


□ 


VII 
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citations and explanations supporting such statement 
Certain document cited 

Certain defects in the international application 
Certain observations on the international application 

3. The applicant is hereby invited to reply to this opinion. 

When? See the time limit Indicated above. The applicant may, before the expiration of that time limit, 
request this Authority to grant an extension, see Rule 66.2(d). 

How? By submitting a written reply, accompanied, where appropriate, by amendments, according to Rule 66.3. 

For the form and the language of the amendments, see Rules 66.8 and 66.9. 

Also: For an additional opportunity to submit amendments, see Rule 66.4. 

For the examiner's obligation to consider amendments and/or arguments, see Rule 66.4 bis. 
For an informal communication with the examiner, see Rule 66.6. 

If no reply Is filed, the international preliminary examination report will be established on the basis of this opinion. 

4. Tfie final date by which the international preliminary 

examination report must be established according to Rule 69.2 is: 25/05/2001 . 
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preliminary examining authority: 
European Patent Office 

D-80298 Munich 
Tel. +49 89 2399 - 0 Tx: 523656 epmu d 

Fax: +49 89 2399 - 4465 



Authorized officer / Examiner 
Palaci^n Lisa, M 



Fonmalities officer (incl. extension of time limits) 
Saavedra Martinez, V 

Telephone No. +49 89 2399 8621 
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I, Basis of th opinion 

1. This opinion has been drawn on the basis of {substitute sheets which have been furnished to the receiving Office 
in response to an invitation under Article 14 are referred to in this opinion as "originally filed".): 

Description, pages: 

1 -23 as originally filed 

Claims, No.: 

1 -34 as originally filed 

Drawings, sheets: 

1/6-6/6 as originally filed 

2. With regard to the language, all the elennents marked above were available or furnished to this Authority in the 
language in which the international application was filed, unless otherwise Indicated under this item. 

These elements were available or furnished to this Authority in the following language: , which is: 

□ the language of a translation furnished for the purposes of the international search (under Rule 23.1 (b)). 

□ the language of publication of the international application (under Rule 48.3(b)). 

□ the language of a translation furnished for the purposes of international preliminary examination (under Rule 
55.2 and/or 55.3). 

3. With regard to any nucleotide and/or amino acid sequence disclosed in the international application, the 
international preliminary examination was carried out on the basis of the sequence listing: 

□ contained in the international application in written form. 

□ filed together with the international application in computer readable form. 

□ furnished subsequently to this Authority in written form. 

□ furnished subsequently to this Authority in computer readable fomn. 

□ The statement that the subsequently furnished written sequence listing does not go beyond the disclosure in 
the international application as filed has been furnished. 

□ The statement that the information recorded in computer readable form is identical to the written sequence 
listing has been furnished. 

4. The amendments have resulted in the cancellation of: 

□ the description, pages: 

□ the claims, Nos.: 
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□ the drawings. 



sheets: 



5. □ This report has been established as if (some of) the amendments had not been made, since they have been 

considered to go beyond the disclosure as filed (Rule 70.2(c)): 

(Any replacement sheet containing such amendments must be referred to under Item 1 and annexed to this 
report.) 

6. Additional observations, if necessary: 



V. Reasoned statement under Rule 66.2(a)(ii) with regard to novelty, inventive step or industrialapplicability; 
citations and explanations supporting such statement 



Industrial applicability (lA) Claims 

2. Citations and explanations 
see separate sheet 

VII. Certain defects in the international application 

The following defects in the form or contents of the international application have been noted: 
see separate sheet 

Vill. Certain observations on the international application 

The following observations on the clarity of the claims, description, and drawings or on the question whether the 
claims are fully supported by the description, are made: 
see separate sheet 
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Reference is made to the following document: 
D1: EP-A-0 877 499 



Re Item V 

Reasoned statement under Rule 66.2(a)(ii) with regard to novelty, inventive step or 
industrial applicability; citations and explanations supporting such statement 

1 . Claim 1 does not meet the requirement of novelty, Article 33(2) PCT. 

1.1 Document D1 discloses a method of transmission of digital information in a digital 
broadcast system comprising a central transmission station and at least one decoder 
(see, e.g. column 1 , lines 3-12). The central station transmits at least one transport 
stream comprising a stream of packets encapsulating data sections within their 
payloads (see, e.g. column 3, lines 45-54; column 6, line 25 to column 7, line 33; 
Figure 4). At least one encapsulated section includes an access control address used 
to control the reception thereof by at least one decoder (see, e.g. column 6, lines 44- 
51). The access control address is defined by the central transmission station and 
communicated to said at least one decoder in an address assignment message (see, 
e.g. column 5, lines 23-38). 

2. Independent claim 19 comprises the same method features as claim 1 but applied 
to the communication of datagram packets in a digital communication network 
including at least a medium access control address and an intemet protocol address. 
D1 also discloses this features (see, e.g. column 5, lines 42-54; column 5, lines 36- 
43; Figure 4). Therefore, the subject-matter of claim 1 9 is also not new (Article 33(2) 
PCT). 

3. The above objection (see point 1) is also applied to independent claim 21 , because 
it contains the same features as claim 1 in terms of the corresponding apparatus 
features. 

4. Moreover, it should be noted that even if novelty of claims 1,19 and 21 could be 
argued, based on minor differences between the features of these claims and those 
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disclosed in D1, the subject-matter of these claims would not involve an inventive 
step, Article 33(3) PCT, having regard to the disclosure of D1. 

5. Independent claims 18, 20 and 34 do not contain any further feature (see also point 
1, section VIII) which meet the requirements of Article 33(2) and (3) PCT. 

6. The dependent claims do not contain any additional feature which, in combination 
with the independent claims, meet the requirements of novelty and inventive step. All 
these features are either known from D1 (use of internet protocol data and Internet 
protocol addresses, claims 2 and 22; access control addresses communicated via 
a telecommunications network, claims 3 and 23; use of access control address 
requests, claims 4 and 24; address assignment message communicated via a 
telecommunications network, claims 5 and 25; address request message containing 
an internet protocol number identifying the decoder, claim 6; encryption of packet 
payloads, claims 17 and 33) or are common measures (address request message 
containing an operator identity value associated with the subscription of the owner 
of the decoder, claim 7; address request message indicating unicast or multicast 
mode, claim 8; use of unique access control addresses and shared control 
addresses, claims 9 and 26; addresses dynamically assigned, claims 10 and 27; 
indication of whether the decoder will remain connected after the address request 
message, claim 1 1 ; address assignment message including information to select a 
packet transport stream, claims 12 and 28; address assignment message including 
information to select a service, claims 13 and 29; address assignment message 
identifying data streams, claims 14 and 30; central transmission station dynamically 
controlling which transport packet is used for the decoder, claims 15 and 31 ; .central 
transmission station dynamically controlling which transport packet stream is used 
to carry encapsulated packet data, claims 16 and 32). 

Re Item VII 

Certain defects in the international application 

1 . If new independent claims are filed, they should be in the two-part form as required 
by Rule 6.3(b) PCT, whereby the features already disclosed in document D1 should 
be placed in the preamble. 
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2. Reference signs in parentheses should be inserted in the claims to increase their 
intelligibility (Rule 6.2(b) PCT). This applies to both the preamble and characterising 
portion. 

3. To meet the requirements of Rule 5.1(a)(ii) PCT, the document D1 should be 
identified in the description and its relevant content should be briefly indicated. 

4. When filing amended claims the applicant should at the same time bring the 
description into conformity with the amended independent claims, Rule 5.1(a)(iii). 

5. In order to facilitate the examination of the conformity of the amended application 
with the requirements of Article 34(2)(b) PCT, the applicant is requested to clearly 
identify the amendments carried diJt, no matter whether they concern amendments 
by addition, replacement or deletion, and to indicate the passages of the application 
as filed on which these amendments are based (see also Rule 66.8(a) PCT). 

If the applicant regards it as appropriate these indications could be submitted in 
handwritten form on a copy of the relevant parts of the application as filed. 

Re Item VIII 

Certain observations on the international application 

1 . Claims 18, 20 and 34 are not allowable because they do not meet the requirements 
of Article 6 PCT in that the matter for which protection is sought is not clearly defined 
because the claims do not contain any technical features. The definition of the matter 
for which protection is sought should be in terms of the technical features of the 
invention (Rule 6.3(a) PCT). 

2. To meet the requirement of conciseness. Article 6 PCT, a single independent claim 
in each category (method and apparatus) should be filed. 
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-1- 

ADDRESS ASSIGNMENT IN A DIGITAL TRANSMISSION SYSTEM 

The present invention relates to a method of assignment of address information in a 
5 digital transmission system, in particular a digital broadcast system such as a digital 
television system. 

Existing digital television systems transmit data in the form of discrete transport 
stream packets or transport packets, each packet being of a predetermined length and 
10 containing a header and a payload. In a given transmission system, a central 
transmission station transmits one or more packet streams "over the air" to a field of 
decoders which receive and re-assemble the packet stream. Each station may transmit 
a number of packet streams on a number of separate frequencies. 

15 The packet header of packets in the stream comprises general descriptive data 
regarding the packet, whilst the payload comprises the data to be processed at the 
receiver. The packet header includes at least a packet ID or PID identifying the 
packet. The payload of the packet may contain audio, video or other data such as data 
obtained by a central transmission station from an internet connection. This sort of 

20 data within the payload of a PID packet may itself further be divided into a number 
of tables or sections, identified by a table ED or TID value and, in a yet further 
precision, a TID extension value. The MPEG-2 standard is the currently favoured 
standard in this domain and sets out a predetermined format for such packets. 

25 In digital broadcast systems, decoders previously used merely for conditional access 
or to decode the MPEG-2 coded signals now include a number of increasingly 
sophisticated functions. In particular, a number of systems have been proposed using 
a decoder, operating independently or in combination with a PC to provide links to 
the internet to enable a user to browse the internet. Often, a hybrid 

30 broadcast/telecommunication configuration is used whereby web pages are requested 
by a decoder via a telecom link to a central station and obtained and transmitted by 
the central station via the broadcast link to the decoder. 
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Intemet data is itself organised according to the TCP/IP protocol which sets out, inter 
alia, a predetermined format for such data (so-called "datagrams"). To enable the free 
circulation of datagram information between networks, a datagram packet includes 
addresses at a number of levels. In particular, each datagram is normally addressed 
5 at the network layer with an IP address and at the datalink layer with a medium access 
control or MAC address. 

Sending a message to a given network user usually involves addressing the user with 
both its MAC and IP addresses, although methods exist within subnets to determine 
1 0 MAC addresses using just IP addresses. Unlike the IP address which is assigned by 
a network manager, the MAC address is normally fixed in a device at the moment of 
its manufacture. 

The incorporation of intemet format datagrams in broadcast transport packets has 
15 required the development of a number of standards to regulate the encapsulation 
process. In the MPEG related standard ISO 13818-6 a format for such data using 
DSM-CC carousels within the stream is defined. 

Work done by other groups, notably the Digital Video Broadcasting or DVB group, 
20 complements and elaborates on this standard. In particular, the DVB proposed ETSI 
standard EN 301 192 sets out the standard format for a table or section within an 
MPEG-2 transport packet adapted to carry IP datagrams. The standard indicates how 
such datagrams, addressed to a user by MAC and IP addresses are incorporated in a 
table or section encapsulated within a transport packet in the transport stream, and 
25 indicate what other information should normally be present in such sections. 

In a first embodiment, the present invention is concerned with an optimised method 
for transmission of addressed messages encapsulated within a broadcast transport 
stream, in particular but not exclusively, IP datagrams incorporated within a section 
30 of an MPEG-2 transport stream. 

The present invention provides a method of transmission of digital information in a 
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digital broadcast system comprising a central transmission station and at least one 
decoder, the central station transmitting at least one transport stream comprising a 
stream of packets encapsulating data sections within their payloads, at least one 
encapsulated section including an access control address used to control the reception 
5 thereof by at least one decoder, the access control address being defined by the central 
transmission station and conmiunicated to said at least one decoder in an address 
assignment message. 

According to a first embodiment of the invention, there is provided a method of 
10 transmission of digital information in a digital broadcast system comprising a central 
transmission station and one or more decoders, the central station transmitting at least 
one transport stream comprising a stream of packets encapsulating data tables or 
sections within their payloads, one or more encapsulated sections including an access 
control address used to control the reception of that section by one or more decoders 
15 and characterised in that the access control address is defined by the central 
transmission station and communicated to the or each decoder in an address 
assignment message. 

In conventional broadcast and network systems, a fixed medium access control address 
20 is normally used. This may correspond, for example, to the MAC address fixed in the 
modem card of the decoder at the moment of its manufacture. In such a system the 
central transmission station has no control over this value, which is communicated 
from a decoder to the central station, or to the nearest router in charge of routing the 
datagram. 

25 

In contrast, in the present invention, the central transmission station is responsible for 
the assignment of access control values to decoders within the system, opening the 
way to a dynamic assignment of such values and a fuller control at the level of the 
central transmission station of the number and format of the addresses to be handled 
30 by the system. 

Whilst the present application refers to a central transmission station, it is to be 
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understood that the assignment of address messages may in practice be handled by a 
physically separate routing device reporting to the transmitting station responsible for 
the broadcasting of information. 

5 Preferably, the section corresponds to a datagram section used to contain intemet 
protocol data, the data contained within the section also including an intemet protocol 
address. However, as will be imderstood, the invention may equally be applied to 
other types of data contained within a table or section encapsulated within a packet 
transport stream and addressed to one or more decoders by an access control address. 

10 

As discussed above, in hybrid telecom/broadcast systems, a decoder will normally send 
a request for example for intemet protocol data via the telecom link and receive the 
downloaded information via a broadcast link, within a data section identified with an 
access control address and encapsulated within the transport packet stream. 

However, in one embodiment, some or all of the section data destined for one or more 
decoders and identified by an access control address may also be conmaunicated from 
the central transmission station to the or each decoder via a teleconmiunications 
network. In particular, intemet data may be transmitted via the telecom network using 
the access control address. 

Preferably, a decoder may also send a request for an access control address to the 
central station via such a telecommxmications network. In a similar maimer, the 
address assigimient message may also be communicated back from the central 
transmission station to that decoder using a telecommtmications network link. 

The use of a telecom link to request and obtain the assigned access control address 
enables a decoder to rapidly obtain an access control address to be used thereafter in 
communicating information obtained during a session of browsing the intemet. 

Preferably, the address request message sent by a decoder includes an intemet protocol 
number identifying that decoder to the central transmission station. This IP number 
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is normally assigned by the network manager or broadcast operator and may be used 
as to identify a decoder in addition to or as an alternative to an ID value assigned by 
an operator to its subscribers. 

5 Advantageously, the address request message sent by the decoder also includes an 
indication of whether the decoder wishes to receive messages in a unicast or multicast 
mode. In response to this demand, the central transmitting station will then transmit 
a unique or shared control address in the address assignment message. 

10 A unique address may be required, for example, in the case of an internet browsing 
session, where a user will be supplied by the central station with specific web pages 
in response to specific requests from a user, whilst a multicast address may be used 
to address information destined for a group of users. 

15 In the case of a unicast address, this may be a dynamic address assigned at the 
beginning of a session, in response to the address request received from the decoder. 
Alternatively, an address may be assigned at the first connection of a user to the 
central transmitting station and used thereafter in all subsequent communications. 

20 In addition to unicast and multicast request information, the address request message 
may also include an indication of whether the decoder will remain connected to 
receive data via a telecommunications network after the communication of the address 
request message. 

25 As described above, the central transmission station may broadcast data on a number 
of transport packet streams and on number of services within each transport packet 
stream. Preferably, the address assignment message further includes information to 
enable the or each decoder to select a packet transport stream containing the data 
associated with the access control address amongst a plurality of transport packet 

30 streams. 

Additionally, the address assignment message may further include information to 
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enable the or each decoder to select the service containing the data associated with the 
access control address from a plurality of services within a transport packet stream. 

Since a service may also be associated with different types of data or data streams 
5 (audio, visual, IP data etc.), the address assignment message may also include 
information regarding the data streams carried by that service and identifying the data 
stream containing the packetised data associated with the assigned access control 
address. 

10 The central transmission station may also dynamically control the transport packet 
stream and/or service on which the addressed data is to be carried, so as to optimise 
the broadcast of information amongst and within one or more transport streams. 

In the case, for example, of a digital broadcast system associated with a conditional 
15 access system, some or all of the section data transmitted by the central control station 
may be encrypted. 

The above embodiments of the invention have been described in relation to a digital 
broadcast system, such as a digital television system. However, the dynamic 
20 assignment of MAC addresses may also be applied to other systems such as, for 
example, systems using exclusively a fixed teleconununications network. 

Viewed from another aspect, the present invention comprises a method of 
communication of datagram packets in a digital communication network comprising 

25 at least one central control station and a plurality of remote terminals, in which the 
datagram packets include at least a medium access control address associated with one 
communication layer of the network and an internet protocol address associated with 
a second communication layer of the network, and in which medixmi access control 
addresses are dynamically assigned by the central control station in response to a 

30 request from a remote terminal. 

The present invention also provides apparatus for transmitting a transport stream 
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comprising a stream of packets encapsulating data sections within their payloads to a 
decoder, at least one encapsulated section including an access control address used to 
control reception thereof by a decoder, said apparatus comprising means, for example, 
a server, for defining the access control address, and means, for example, a transmitter, 
5 for communicating to said decoder the access control address in an address assignment 
message. 

Features described above relating to method aspects of the present invention can also 
be applied to apparatus aspects, and vice versa. 

10 

The term "receiver/decoder*' or "decoder'* used herein may connote a receiver for 
receiving either encoded or non-encoded signals, for example, television and/or radio 
signals, which may be broadcast or transmitted by some other means. The term may 
also connote a decoder for decoding received signals. Embodiments of such 
15 receiver/decoders may include a decoder integral with the receiver for decoding the 
received signals, for example, in a "set-top box", a decoder functioning in combination 
with a physically separate receiver, or a decoder including additional functions, such 
as a web browser, or a decoder integrated with other devices such as a video recorder 
or a television. 

20 

The term "decoder" or "receiver/decoder" in this context also includes decoder/PC 
configurations, in which some or all of the functions relating to the present invention 
may be handled by the PC, such as sending an address request message via the modem 
of the PC etc. 

25 

As used herein, the term "digital broadcast system" includes any digital system 
broadcasting information from a central station to a plurality of users in a known 
broadcasting format and including for example any satellite, terrestrial, cable or other 
digital television system. 

30 

The term MPEG refers to the data transmission standards developed by the 
International Standards Organisation working group "Motion Pictures Expert Group" 
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and in particular but not exclusively the MPEG-2 standard developed for digital 
television applications and set out in the documents ISO 13818-1, ISO 13818-2, ISO 
13818-3 and ISO 13818-4 together with the MPEG related DSM-CC standard ISO 
13818-6. In the context of the present patent application, the term includes all 
5 variants, modifications or developments of MPEG formats applicable to the field of 
digital data transmission. 

In relation to DVB or ETSI standards, these include all standards proposed by DVB 
and/or accepted by ETSI related to the field of digital television, and all variants, 
10 modifications or developments thereof. In particular, in the present application, 
reference is made to the ETSI standard EN 301 192. 

There will now be described, by way of example only, a preferred embodiment of the 
invention, with reference to the following figures, in which: 

15 

Figure 1 shows the overall architecture of a known digital TV system as may be 
adapted in accordance with the present invention; 

Figure 2 shows the architecture of the conditional access system of Figure 1; 

20 

Figure 3 shows the hierarchy of MPEG-2 packets in a transport packet stream; 

Figure 4 shows the syntax of a DSM-CC datagram section used to encapsulate IP data; 

25 Figure 5 shows the mapping of a MAC address with the datagram section shown in 
Figure 4; 

Figure 6 shows the architecture of a hybrid broadcast and telecom network system 
according to this embodiment of the invention; and 

30 

Figure 7 shows the elements of the service address message sent from the broadcast 
centre to a user according to this embodiment. 
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Digital Television System 

Before describing in detail an embodiment of the invention, there will now be 
described an overview of a known system by way of backgroimd. 

5 

A digital television broadcast and reception system 1 is shown in Figure 1 , comprising 
a mostly conventional digital television system 2 which uses the MPEG-2 compression 
system to transmit compressed digital signals. In more detail, MPEG-2 compressor 3 
in a broadcast centre receives a digital signal stream (for example a stream of audio, 
1 0 video or general data signals). The compressor 3 is connected to a multiplexer and 
scrambler 4 by linkage 5. The multiplexer 4 receives a plurality of further input 
signals, assembles one or more transport streams and transmits compressed digital 
signals to a transmitter 6 of the broadcast centre via linkage 7. 

15 The transmitter 6 transmits electromagnetic signals via uplink 8 towards a satellite 
transponder 9, where they are electronically processed and broadcast via a notional 
downlink 10 to earth receiver 1 1, conventionally in the form of a dish owned or rented 
by the end user. The signals received by receiver 1 1 are transmitted to an integrated 
receiver/decoder 12 owned or rented by the end user and connected to the end user's 

20 television set 13. The receiver/decoder 12 decodes the compressed MPEG-2 signal 
into a television signal for the television set 13. 

As will be described below, the decoder 12 may also be connected with a PC, in 
particular where the user is using the decoder to provide internet access. As will be 
25 further understood, whilst the invention will be described primarily in relation to a 
satellite broadcast system, it may equally be used in relation to a cable TV or 
terrestrial television based system. 

A conditional access system 20 is connected to the multiplexer 4 and the 
30 receiver/decoder 12, and is located partly in the broadcast centre and partly in the 
decoder. It enables the end user to access digital television broadcasts from one or 
more broadcast suppliers. A smartcard, capable of decrypting messages relating to 
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commercial offers (that is, one or several television programmes sold by the broadcast 
supplier), can be inserted into the receiver/decoder 12. Using the decoder 12 and 
smartcard, the end user may purchase events in either a subscription mode or a pay- 
per-view mode. 

5 

An interactive system 17, also connected to the multiplexer 4 and the receiver/decoder 
12 and again located partly in the broadcast centre and partly in the decoder, may be 
provided to enable the end user to interact with various applications via a modemmed 
back channel 16. In particular, in the case where the decoder is used to provide 
10 internet access, information between the decoder and broadcast centre may be passed 
via the modem channel as well being broadcast via the satellite link. This type of 
hybrid broadcast and telecom system is known in the art. 

The conditional access system 20 will now be described in more detail. With 
15 reference to Figure 2, in overview the conditional access system 20 includes a 
Subscriber Authorization System (SAS) 21. The SAS 21 is connected to one or more 
Subscriber Management Systems (SMS) 22, one SMS for each broadcast supplier, by 
a respective TCP-IP linkage 23 (although other types of linkage could altematively be 
used). Altematively, one SMS could be shared between two broadcast suppliers, or 
20 one supplier could use two SMSs, and so on. 

First encrypting units in the form of ciphering units 24 utilising "mother" smartcards 
25 are connected to the SAS by linkage 26. Second encrypting units again in the form 
of ciphering units 27 utilising mother smartcards 28 are connected to the multiplexer 
25 4 by linkage 29. The receiver/decoder 12 receives a "daughter" smartcard 30 by the 
decoder to decrypt messages encrypted by the "mother" smartcard. It is connected 
directly to the SAS 21 by Communications Servers 31 via the modemmed back 
channel 16. The SAS sends, amongst other things, subscription rights to the daughter 
smartcard on request. 

30 

The first and second ciphering units 24 and 27 comprise a rack, an electronic VME 
card with software stored on an EEPROM, up to 20 electronic cards and one 
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smartcard 25 and 28 respectively, for each electronic card, one card 28 for encrypting 
the ECMs and one card 25 for encrypting the EMMs. 

Multiplexer and Scrambler 

With reference to Figures 1 and 2, in the broadcast centre, the digital audio or video 
signal is first compressed (or bit rate reduced), using the MPEG-2 compressor 3. This 
compressed signal is then transmitted to the multiplexer and scrambler 4 via the 
linkage 5 in order to be multiplexed with other data, such as other compressed data. 

The scrambler generates a control word used in the scrambling process and included 
in the MPEG-2 stream in the multiplexer. The control word is generated internally 
and enables the end user*s integrated receiver/decoder 12 to descramble the 
programme. 

Access criteria, indicating how the programme is commercialised, are also added to 
the MPEG-2 stream. The programme may be commercialised in either one of a 
number of "subscription'* modes and/or one of a number of "Pay Per View" (PPV) 
modes or events. In the subscription mode, the end user subscribes to one or more 
commercial offers, or "bouquets", thus getting the rights to watch every channel inside 
those bouquets. In the preferred embodiment, up to 960 commercial offers may be 
selected from a bouquet of channels. 

Entitlement Control Messages 

Both the control word and the access criteria are used to build an Entitlement Control 
Message (ECM). This is a message sent in relation with a scrambled program; the 
message contains a control word (which allows for the descrambling of the program) 
and the access criteria of the broadcast program. The access criteria and control word 
are transmitted to the second encrypting unit 27 via the linkage 29. In this unit, an 
ECM is generated, encrypted and transmitted on to the multiplexer and scrambler 4. 
During a broadcast transmission, the control word typically changes every few 
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seconds, and so ECMs are also periodically transmitted to enable the changing control 
word to be descrambled. For redundancy purposes, each ECM typically includes two 
control words; the present control word and the next control word. 

Entitlement Management Messages (EMMs) 

The EMM is a message dedicated to an individual end user (subscriber), or a group 
of end users. Each group may contain a given nimiber of end users. This 
organisation as a group aims at optimising the bandwidth; that is, access to one group 
can permit the reaching of a great nxmiber of end users. Various specific types of 
EMM can be used. Individual EMMs are dedicated to individual subscribers, and are 
typically used in the provision of Pay Per View services; these contain the group 
identifier and the position of the subscriber in that group. Other EMM types include 
group or audience EMMs. 

Subscriber Management System (SMS) 

A Subscriber Management System (SMS) 22 includes a database 32 which manages, 
amongst others, all of the end user files, commercial offers, subscriptions, PPV details, 
and data regarding end user consumption and authorization. The SMS may be 
physically remote from the SAS. Each SMS 22 transmits messages to the SAS 21 via 
respective linkage 23 which imply modifications to or creations of Entitlement 
Management Messages (EMMs) to be transmitted to end users. 

The SMS 22 also transmits messages to the SAS 21 which imply no modifications or 
creations of EMMs but imply only a change in an end user*s state (relating to the 
authorization granted to the end user when ordering products or to the amount that the 
end user will be charged). 

The SAS 21 sends messages (typically requesting information such as call-back 
information or billing information) to the SMS 22, so that it will be apparent that 
communication between the two is two-way. 



Wp 00/44145 



PCT/IB00/001I8 



-13- 

Subscriber Authorization System (SAS) 

The messages generated by the SMS 22 are passed via linkage 23 to the Subscriber 
Authorization System (SAS) 21, which in turn generates messages acknowledging 
5 receipt of the messages generated by the SMS 21 and passes these acknowledgements 
to the SMS 22. 

In overview the SAS comprises a Subscription Chain area to give rights for 
subscription mode and to renew the rights automatically each month, a Pay Per View 
10 Chain area to give rights for PPV events, and an EMM Injector for passing EMMs 
created by the Subscription and PPV chain areas to the multiplexer and scrambler 4, 
and hence to feed the MPEG stream with EMMs. If other rights are to be granted, 
such as Pay Per File (PPF) rights in the case of downloading computer software to a 
user's Personal Computer, other similar areas are also provided. 

15 

One function of the SAS 21 is to manage the access rights to television programmes, 
available as commercial offers in subscription mode or sold as PPV events according 
to different modes of commercialisation (pre-book mode, impulse mode). The SAS 
21, according to those rights and to information received from the SMS 22, generates 
20 EMMs for the subscriber in combination with the ciphering unit 24. 

Programme Transmission 

The multiplexer 4 receives electrical signals comprising encrypted EMMs from the 
25 SAS 21, encrypted ECMs from the second encrypting unit 27 and compressed 
programmes from the compressor 3. The multiplexer 4 scrambles the programmes and 
sends the scrambled programmes, the encrypted EMMs and the encrypted ECMs to 
a transmitter 6 of the broadcast centre via the linkage 7. The transmitter 6 transmits 
electromagnetic signals towards the satellite transponder 9 via uplink 8. 

30 

Programme Reception 



Wp 00/44145 



PCT/IBOO/00118 



-14- 

The satellite transponder 9 receives and processes the electromagnetic signals 
transmitted by the transmitter 6 and transmits the signals on to the earth receiver 11, 
conventionally in the form of a dish owned or rented by the end user, via downlink 
10. The signals received by receiver 11 are transmitted to the integrated 
5 receiver/decoder 12 owned or rented by the end user and connected to the end user's 
television set 13. The receiver/decoder 12 demultiplexes the signals to obtain 
scrambled programmes with encrypted EMMs and encrypted ECMs. 

If the programme is scrambled, the receiver/decoder 12 extracts the corresponding 
10 ECM from the MPEG-2 stream and passes the ECM to the "daughter" smartcard 30 
of the end user. This slots into a housing in the receiver/decoder 12. The daughter 
smartcard 30 controls whether the end user has the right to decrypt the ECM and to 
access the programme. If not, a negative status is passed to the receiver/decoder 12 
to indicate that the programme cannot be descrambled. If the end user does have the 
15 rights, the ECM is decrypted and the control word extracted. The decoder 12 can then 
descramble the programme using this control word. The MPEG-2 stream is 
decompressed and translated into a video signal for onward transmission to television 
set 13. 

20 As will be appreciated, the same conditional access principles used in the encryption 
and decr3T?tion of audiovisual data can be used to encrypt other data, such as file data 
destined for a PC connected to the decoder, data gathered via an internet connection 
and broadcast via the satellite link etc. 

25 OrganisatioD of Data Tables vyithin the Transport Stream 

As shown in Figure 3, a broadcast MPEG-2 data transport stream contains a number 
of packets of standard format, including a programme association table 40 ("PAT"). 
The PID in the header of the packet is fixed by the MPEG-2 standard for this packet 
30 at a value of 0x00. The programme access table 40 provides the entry point for access 
to programme data and contains a table referring to the PID values of the programme 
map tables ("PMT") 41, 42 associated with a given service or channel within the 
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stream. Each programme map table 41, 42 contains in turn a reference to the PID 
values of the packet streams of the audio tables 43 and video tables 44 associated with 
that service. 

5 As shown, the programme map table 42 also contains references to the PID values of 
other packets 45, 46, 47 containing additional data relating to the service in question 
such as ECM data 45, 46. In particular, internet protocol or IP data 47 may be carried 
by a service in packets accessed via the PAT table 40. In a MPEG-2 standard 
transport stream, such data is organised in DSM-CC data and object carousels within 
10 specific sections of the transport stream. For further detail regarding the DSM-CC 
format, the reader is referred to the MPEG related standard ISO 13818-6. 

In addition to the programme access table PAT 40, the MPEG transport stream further 
comprises a conditional access table 5 1 ("CAT"), the PID value of which is fixed at 

15 0x01. Any packet headers containing this PID value are thus automatically identified 
as containing access control infomiation. The CAT table 51 refers to the PID values 
of MPEG packets 48, 49, 50 referring to EMM data associated with one or more 
conditional access systems. As with the PMT packets, the PID values of the EMM 
packets referred to in the CAT table 51 are not fixed and may be determined at the 

20 choice of the system operator. 

The MPEG-2 standard specifies very few fixed PID values outside of the PAT table 
value and the CAT table value referred to above. The majority of PID values within 
a certain range may therefore be determined by an operator. 

25 

Format of Transport Packets and Private Section Data 

As is known, MPEG transport packets are of a fixed length of 188 bytes including a 
header. In a standard packet, the three bytes of the header following the 
30 synchronisation data comprise: 



TABLE I Transport error indicator 1 bit 
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Payload unit indicator 1 bit 

Transport priority 1 bit 

PID 13 bits 

Transport scrambling control 2 bits 

5 Adaptation field control 2 bits 

Continuity counter 4 bits 



The characteristics of these fields are largely determined by the MPEG standard. 

10 The above describes the format of the header of a transport packet. In conformity 
with the MPEG-2 standard, information contained with a packet payload is subject to 
a further level of structure according to the type of data being transported. In the case 
of audio, visual, teletext, subtitle or other such rapidly evolving and synchronised data, 
the information is assembled in the form of what is known as a packetised elementary 

15 stream or PES. This data stream, which is formed by assembling the pay loads of the 
transmitted packets, itself comprises a sequence of packets, each packet comprising a 
packet header and payload. Unlike the transmitted packets in the transport stream, the 
length of PES packets is variable. 

20 In the case of other types of data, such as IP or ECM and EMM data, a different 
format from PES packeting is proscribed. In particular, data contained in the transport 
packet payload is divided into a series of sections or tables, the table or section header 
including a table ID or TID identifying the table in question. 

25 Depending on the size of the data, a table may be contained entirely within a packet 
payload or may be extended in a series of sections over a number of transport packets. 
In such a case, each section will include a TID extension value. In the MPEG-2 
context, the term "table" is often used to refer to a single table of data or the 
amalgamation of a number of sections of the same TID value to form a table, whilst 

30 "section'* usually refers to one of a plurality of tables with the same TID value. 



The actual TID values used to refer to information carried in these tables or sections 
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are not fixed by the MPEG-2 standard and may be normally defined at the discretion 
of the operator of a service or bouquet of services. However, as will be described 
below, in the case of a DSM-CC section, the TID value is fixed by the DVB proposed 
ETSI standard EN 301 192 at a predetermined value. 

5 

As with transport packet data and PES packet data, the data structure or syntax of a 
table or section is also defined by the MPEG-2 standard. Two possible syntax forms 
for private table or section data are proposed; a long form or a short form. For further 
information regarding table syntax, the reader is referred to the MPEG-2 standard. 

10 

Encapsulation of Internet Protocol Data in the Transport Stream 

In order to better understand the use of different addresses in the communication of 
internet protocol data, it may be helpful to consider the situation in relation to 
15 conventional fixed telecom networks, for example, as found in a standard PC/server 
network environment. In such a network a nmnber of layers are usually defined as 
per the OSI networking model, the bottom three usually comprising a physical layer, 
a datalink layer and a network layer. 

20 The physical layer represents the lowest layer and corresponds to the physical 
modem/cable connections used to transport information. 

The datalink layer corresponds to the data format imposed by the hardware elements 
within a network, for example the well-known Ethernet and Token Ring formats. 
25 Messages are communicated at this layer using Media Access Control or MAC 
addresses. Conventionally, MAC addresses are fixed value 6 byte addresses. These 
addresses are built-in at manufacture of the devices and are stored in permanent form, 
for example, in the Ethernet or Token Ring card of the hardware device present in the 
network. 

30 

The network layer corresponds to the layer above the datalink layer. Messages 
operating at this layer are encapsulated within datalink layer messages of the kind 
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described above. In the case of internet information, this layer is associated with the 
Internet Protocol or IP format, the destination of messages at this level being identified 
by IP addresses. These IP addresses are 4 bytes long and, in contrast v^ith MAC 
address values, are assigned by a network manager to a given user. 

5 

For the example of an IP message sent via an Ethernet wire the following message 
structure will be observed: 

Ethernet Header 
10 (with 6 byte MAC address) 

IP header 

(with 4 byte IP address) 

Actual data 

IP Trailer 
15 Ethernet Trailer 

This type of structure is also preserved in the case of IP messages or datagrams 
encapsulated within a table or section of an MPEG broadcast transport stream. This 
in part reflects the hybrid nature of most broadcast systems, where a decoder may send 
20 and receive messages either via a telecom connection or over the air. In such 
circumstances it is obviously desirable to have a coherent addressing policy for IP 
datagrams sent via either branch of the system. 

The DVB proposed ETSI standard EN 301 192 sets out a standard format for MPEG 
25 sections carrying IP datagram information. Figure 4 shows the syntax of such a 
section. 

Although the PID value of such a section is dependent on that assigned by the PMT 
table, the TID value for IP datagrams is in fact fixed by the standard at the value 
30 Ox3E, corresponding to a DSM-CC section with private data. 

As will be seen fi-om Figure 4, the 6 bytes of the MAC address value of the particular 
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device to be addressed by the section are spread out in the section 47. Figure 5 shows 
the reconstitution of the MAC 52 address within the section 47. 

As further shown in Figure 4, the standard foresees the possibihty of the IP data 
carried in the section being scrambled, as indicated by the payload_scrambling_control 
field. The MAC address itself may also be as indicated by the 
address_scrambling_control field. Depending on the value of these fields, a 
receiver/decoder will carry out (if necessary) decryption of the address or payload data 
in a similar manner as decryption of audiovisual programmes is carried out using the 
conditional access system. See the description of Figures 1 and 2. 

As is conventional, the section also indicates its extension number given by the 
section__number field as well as the total number of sections making up the complete 
table, as given by the last_section_number field. 

System Architecture and Management of Addresses 

Referring to Figure 6, there will now be described the system architecture of a hybrid 
broadcast and telecom communication system adapted to handle variable MAC 
addresses. 

As before, the broadcast centre includes a transmitter 6 sending a digital television 
signal via a satellite 9 to a receiver 11 and decoder 12. In the present example, the 
home system further comprises a PC device 55 connected to the decoder 12. The PC 
device communicates via a modem channel 56 to a central transmission station 60 
including a service address allocation server 57 and an IP broadcast server 58 present 
at the broadcast centre. 

The respective functions of the servers 57, 58 in handling variable addresses data and 
inserting IP data in the transport stream will be described in more detail below. 
Whilst the division of these functions between two servers is a convenient way of 
handling such data, other configurations are of course possible, e.g. using a single 
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server for all functions. 

The configuration of PC 55 and decoder 12 is particularly adapted for a user who 
wishes to browse the web since the greater processing power of the PC enables it to 
5 better handle the volumes of IP data that may be downloaded via the satellite link or 
via a direct modem connection. However, the use of a PC is not obligatory, 
particularly if a decoder is provided with its own modem and sufficient processing 
power to operate independently. 

10 As mentioned above, the system shown in Figure 6 uses a hybrid broadcast/telecom 
architecture. In practice, data flows in this system in a largely clockwise direction, 
requests for internet data fi:om the PC/decoder combination 12, 55 being forwarded 
via the telecom link 56 to the broadcast servers 57, 58 which process the request and 
download the internet data via the satellite broadcast link 9. The system may also be 

1 5 configured to download data to the PC/decoder combination via the telecom network 
56, for example in the case of a bottleneck or malfunction in the transmission of data 
via the satellite link 9. As shown by the arrow 59, internet or IP data is gathered by 
the IP broadcast server 59 for example from any number of extemal servers and 
prepared for insertion into the broadcast transport stream. 

20 

In conventional systems, the manufacturer defined MAC addresses in the modem 
communication card of the PC or the decoder are normally used to address datalink 
layer communications fi-om the broadcast centre to the PC/decoder. These fixed 
addresses are communicated fi-om the PC/decoder to the broadcast centre and 
25 thereafter inserted in the datagram sections of the transport stream intended for a 
particular PC or decoder. 

In the present embodiment, a rather different system is proposed. Upon connection 
of the PC/decoder at the start of a session, the PC 55 sends a MAC address request 
30 message to the broadcast centre via the telecom network 56. This message includes 
at least the IP address of the user to enable the broadcast centre to identify the user 
in question. As will be recalled, the IP address is a normally unique network level 
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address assigned by a network manager (or broadcast operator) upon the opening of 
an internet subscription. 

In addition to the IP address, the request message may also include an operator ID 
5 corresponding to the general subscription ID of the user to access the services of the 
broadcast operator. 

The request message may also further include an indication of the type of service 
demanded. As will be described below, three types of service are normally foreseen; 
10 (i) a connected unicast service, where the user remains in full modem cormection 
throughout a session, (ii) a non-connected unicast service where, apart from the initial 
configuration message, the PC/decoder is not connected via its modem, and (iii) a 
multicast service. These different services will be reflected in the assignment of 
different MAC addresses. 

15 

In the connected unicast mode, the user is provided with a full internet service and can 
request internet data via the telecom link 56, this data being sent uniquely to the user 
in question. In the non-connected unicast mode, the user can receive data 
autonomously sent by the broadcast centre but still uniquely destined for that user. 
20 In a multicast mode, the user forms part of group of users (which may be all or a 
subset of the users in the network) who receive the same messages. 

Upon receipt of the request message, the service address allocation server prepares a 
service address message of the kind shown in Figure 7 which is then sent back to the 

25 user. As shown, the message includes a number of data elements that will be needed 
by the PC/decoder to access the broadcast data, including the so-called DVB triplet of 
the Original Network ID 60, Transport Stream ID 61 and Service ID 62. The message 
also includes a data list descriptor 63 containing a list of the types of data carried by 
that service together with their PID value (PID video, PID audio, PID IP data, PID 

30 ECM etc.). Using the network, transport stream and service identity values and the 
information in the data list descriptor, the decoder will proceed via the PAT and PMT 
tables referred to above to arrive at the service containing the data in question. 
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The service address message also includes the TID value 64 of the data section 
addressed to the decoder/PC. However, as indicated above, in the case of IP data 
carried in a DSM-CC format this value is normally fixed by the ETSI standard at 
Ox3E. 

5 

Finally, the service address message includes an assigned MAC address value shovm 
at 65. Unlike conventional systems, in which the PC or decoder normally send their 
manufacturer fixed MAC value to the broadcast centre, the MAC address 65 is 
generated by the service address allocation server 57, which maintains a database of 
10 the assigned MAC values together with the cross- linked IP address and operator ID 
values. 

The MAC address assigned will depend in part on the type of service requested; 
unicast connected, unicast non-connected or multicast. A unicast connected address 

15 is assigned for a given session and is variable from session to session. A unicast non- 
connected address may be variable, but may also be a fixed value assigned at the 
moment of subscription, or upon the first connection of the user and thereafter 
maintained as long as that user maintains his subscription. Finally, a multicast address 
corresponds to an address assigned by the server to a particular IP service and which 

20 may be received by any decoder within a group that has obtained access to the MAC 
address. This may even include decoders or PC/decoder combinations not possessing 
a modem back chaimel or telecom coimection to the broadcast centre. 

The MAC address assigned may also depend on other service factors, such as 
25 bandwidth reservation, presence or absence of conditional access etc. 

The assignment of MAC addresses in this way enables the central broadcast servers 
57, 58 to dynamically repartition the IP data sent to a particular decoder or a group 
of decoders and to minimise the number of MAC addresses to be handled and 
30 addressed at any time. This avoids the problem of having a large number of dormant 
MAC addresses reserved in the transport stream as well as enabling the central servers 
to manage a smaller number of changing users. 



wo 00/44145 



PCT/IBOO/00118 



-23- 

The use of a group MAC address in a multicast mode enables certain IP data of 
interest to all decoders in a set (for example, the home page of the broadcast operator) 
to be accessed via a single point of entry and avoids the repetition of information in 
the use of a plurality of user specific tables. 

5 

Furthermore, the system permits the dynamic assignment of data across a number of 
MPEG services within a transport stream. As shown in Figure 7, the service address 
message also includes a variable DVB triplet address, enabling the central broadcast 
servers to assign IP data to unused services within the transport stream as they become 
10 available. The choice of MPEG service can take into account, for example, the user's 
rights to access some or all of the service within the transport stream as determined 
by the appropriate conditional access system. A secure transmission of data can 
therefore also be assured. 

15 This dynamic repartition of services and data as determined by the broadcasting server 
58 and service address allocation server 57 enables optimal use of the available 
bandwidth. Whilst the system has been described in relation to a satellite broadcast 
system, the same principles apply to cable television or digital television systems or 
indeed any system carrying data in a broadcast format packet stream, such as an 

20 MPEG transport stream. 

In a yet broader context, the invention may even be applied to any system including 
address information at a datalink layer and a network layer which conventionally uses 
fixed media access control addresses in the datalink layer including networks 
25 comprising solely telecom connections. 
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CLAIMS 

1 . A method of transmission of digital information in a digital broadcast system 
comprising a central transmission station and at least one decoder, the central station 
transmitting at least one transport stream comprising a stream of packets encapsulating 
data sections within their payloads, at least one encapsulated section including an 
access control address used to control the reception thereof by at least one decoder, 
the access control address being defined by the central transmission station and 
communicated to said at least one decoder in an address assigimient message. 

2. A method as claimed in claim 1, wherein said at least one encapsulated section 
corresponds to at least one datagram section used to contain internet protocol data, the 
data contained within a datagram section also including an internet protocol address. 

3. A method as claimed in claim 1 or claim 2, in which said at least on encapsulated 
section transmitted to said at least one decoder and identified by an access control 
address is communicated from the central transmission station to said at least one 
decoder via a telecommunications network. 

4. A method as claimed in any preceding claim, in which the address assignment 
message is sent in response to an access control address request sent to the central 
station by a decoder. 

5. A method as claimed in claim 4 in which an address assignment message is 
communicated back to that decoder from the central transmission station via a 
teleconnmunications network. 

6. A method as claimed in claim 4 or 5, in which the address request message sent 
by a decoder includes an internet protocol number identifying that decoder to the 
central transmission station. 
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7. A method as claimed in any of claims 4 to 6, in which the address request message 
includes an operator identity value associated with the subscription of the owner of the 
decoder to the services proposed by an operator broadcasting information via the 
central transmitting means. 

5 

8. A method as claimed in any of claims 4 to 7 in which the address request message 
includes an indication of whether the decoder wishes to receive messages in one of a 
unicast and a multicast mode. 

10 9. A method as claimed in claim 8 in which the address assignment message sent by 
central transmitting station contains a unique access control address in response to a 
unicast address request and a shared control address in response to a multicast address 
request. 

15 10. A method as claimed in claim 9 in which the unicast address is a dynamic address 
assigned at the beginning of a session, in response to the address request received from 
the decoder. 

11. A method as claimed in any of claims 4 to 10, in which the address request 
20 message includes an indication of whether the decoder will remain connected to 

receive data via a telecommunications network after the communication of the address 
request message. 

12. A method as claimed in any preceding claim in which the address assignment 
25 message further includes infomiation to enable said at least one decoder to select a 

packet transport stream containing the data associated with the access control address 
amongst a plurality of transport packet streams. 

13. A method as claimed in any preceding claim in which the address assignment 
30 message further includes information to enable said at least one decoder to select the 

service containing the data associated with the access control address from a plurality 
of services within a transport packet stream. 
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14. A method as claimed in claim 13 in which the address assignment message 
further includes information regarding the data streams carried by that service and 
identifying the data stream containing the packetised data associated with the assigned 
access control address. 

15. A method as claimed in any preceding claim in which the central transmission 
station dynamically controls which transport packet stream amongst a plurality of 
transport packet streams is used to carry encapsulated packet data addressed for said 
at least one decoder. 

16. A method as claimed in any preceding claim in which the central transmission 
station dynamically controls which service amongst a plurality of services on which 
encapsulated packet data addressed to said at least one decoder is broadcast. 

17. A method as claimed in any preceding claim in which at least some of the data 
encapsulated within a packet payload is encrypted. 

18. A method of transmission of digital information in a digital broadcast system 
substantially as herein described. 

19. A method of communication of datagram packets in a digital communication 
network comprising at least one central control station and a plurality of remote 
terminals, in which the datagram packets include at least a mediimi access control 
address associated with one commimication layer of the network and an intemet 
protocol address associated with a second communication layer of the network, and 
in which medium access control addresses are dynamically assigned by the central 
control station in response to a request from a remote terminal. 

20. A method of communication of datagram packets in a digital communication 
network substantially as herein described. 

21. Apparatus for transmitting a transport stream comprising a stream of packets 
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encapsulating data sections within their payloads to a decoder, at least one 
encapsulated section including an access control address used to control reception 
thereof by a decoder, said apparatus comprising means for defining the access control 
address, and means for communicating to said decoder the access control address in 
5 an address assignment message. 

22. Apparatus as claimed in claim 21, wherein said at least one encapsulated section 
corresponds to at least one datagram section used to contain internet protocol data, the 
data contained within a datagram section also including an internet protocol address. 

10 

23. Apparatus as claimed in claim 21 or 22, comprising means for communicating 
to said decoder via a telecommunications network at least one encapsulated section 
identified by an access control address. 

15 24. Apparatus as claimed in any of claims 21 to 23, comprising means for 
receiving from a decoder an access control address request, said apparatus being 
adapted to communicate the address assignment message to the decoder in response 
to said request. 

20 25. Apparatus as claimed in claim 24, adapted to commiinicate said address 
assignment message to said decoder via a telecommunications network. 

26. Apparatus as claimed in claim 24, wherein the address assignment message 
contains a unique access control address in response to a unicast address request and 

25 a shared control address in response to a multicast address request. 

27. Apparatus as claimed in claim 26, wherein the unicast address is a dynamic 
address assigned at the beginning of a session, in response to the address request 
received from a decoder, 

30 



28. Apparatus as claimed in any of claims 21 to 27, wherein the address 
assignment message further includes information to enable said decoder to select a 
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packet transport stream containing the data associated with the access control address 
amongst a plurality of transport packet streams. 

29. Apparatus as claimed in any of claims 21 to 28, wherein the address 
5 assignment message further includes information to enable said decoder to select the 

service containing the data associated with the access control address from a plurality 
of services within a transport packet stream. 

30. Apparatus as claimed in claim 29, wherein the address assignment message further 
10 includes information regarding the data streams carried by that service and identifying 

the data stream containing the packetised data associated with the assigned access 
control address. 

31. Apparatus as claimed in any of claims 21 to 30, comprising means for 
15 dynamically controlling which transport packet stream amongst a plurality of transport 

packet streams is used to carry encapsulated packet data addressed for said decoder. 

32. Apparatus as claimed in any of claims 21 to 31, comprising means for 
dynamically controlling which service amongst a plurality of services on which 

20 encapsulated packet data addressed to said decoder is broadcast. 

33. Apparatus as claimed in any of claims 21 to 32, comprising means for 
encrypting data encapsulated within a packet payload. 

25 34. Apparatus for transmitting a transport stream comprising a stream of packets 
encapsulating data sections within their payloads to a decoder substantially as herein 
described. 
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FIG. 3 
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FIG. 4 
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